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l. CAC BIEN PHAP KHACH HANG CAN AP DUNG

1. Luu y vé ddng nhép

2> D6i véi mdy tinh dé ban (desktop), mdy tinh xdch tay (laptop): Chi truy cdp dich vu
VietinBank iPay qua website www.vietinbank.vn hodc ipay.vietinbank.vn. Quy khdach nén
g6 truc tiép dia chi nay vao thanh dia chi trén trinh duyét, trdnh truy cdp truc ti€p tu cdc
lién két (link) gli kém tin nhdn, chat, hodc tu thu dién tu.

> Dai vai thiét bi di déng: Ngodi 2 link trén, Quy khdch cé thé ddng nhdp théng qua Ung
dung VietinBank iPay trén thiét bi di déng (iPay Mobile). Ung dung iPay Mobile chi xudt
lbdn chinh thic trén cdc trén cho Ung dung App Store/Google Play (CH Play) md khoéng
qua bén ndo gli dudng dan dé tdi ing dung.

Tuy nhién, xin luu y rdng Ung dung s& hoat déng khéng an todn khi chay trén cdc thiét bi
di dong dé bi pha khéa - jailbreak (i0S) hodic rooted (Android). Vi vy, Quy khdch khdéng
nén st dung cdc thiét bi di ddng dé bi pha khda. Trudng hop van si dung nhiing thiét bi
nAy, quy khdch can phdi chdp nhdn nhing rdi ro coé thé xdy ra nhu 16 thdng tin tén truy
cd@p, mat khau truy cdp, virut.... trong qud trinh s&r dung dich vu ngdn hang dién tu.

N Jailbreak, Rooted: Lda thudt nglr md td viéc can thiép vao hé théng dé cai ing dung
bén thi ba, khéng thdong qua App Store hay Google Play (CH play).

> Download VietinBank iPay Mobile App <

= Chi ddng nhdp dich vu tu cdc thiét bi ddng tin cdy, khdng nén ddng nhdp qua thiét bi
cébng cdng/dung chung. Quy khdch khdng nén st dung cdc mang wifi cong cong dé sl
dung dich vu. Luu y déi mat khdu ddng nhdp sau khi truy cdp dich vu tir cdc thiét bi hodic
mang cong cdng. Han ché dang nhdp tu nhiéu thiét bi.

= Vui long thudng xuyén thuc hién xoa lich si (history), bd nhé dém (cache, cookie) clia
trinh duyét internet. Viéc xda cdc dit liéu trén sé& han ché viéc thdng tin lién quan dén hoat
doéng truy cdp duoc luu lai trén mdy tinh, tao ra co hdi ddnh cdp di liéu.

= S dung cdc trinh duyét cdp nhdt masi nhdt, co ché dé bdo mat tiéu chudn hodc ché
dd cao.

= Khéng st dung ché dé tu déng luu théng tin tai khodn/maét khdu khi s dung trinh duyét.
> Ddm bdo dd két néi thanh cdng vao website chinh thic cla VietinBank hodic welbsite
dich vu VietinBank iPay trudc khi nhép moi di liéu cd nhén khdc.



> Khéng tiét 16 t&n dang nhdp va mdat khdu cho bdt cir ai khdc, du la ngudi than tin. Viéc
nay giup VietinBank dé dang phdi hop vaéi Quy khdch khi xdy ra tranh chdp, khiéu nai.

= Bding xudt ngay sau khi két thuc phién giao dich; khdng nén thodt khdi trinh duyét ma
khdéng st dung nut d&ng xudt dé tranh cdc 16i khong ddang co; khdng rai khdi may tinh khi
dang thuc hién giao dich hodic khi phién ddng nhép con ton tai.

> Khéng déng nhdp vao tai khodn cd nhén cda ngudi khdc. Viéc ddng nhdip nay 1 trdi
phdp ludt va da dugce quy dinh rd tai diéu 226 B6 Ludt hinh su.

2. Luu y khi thiét Iap va sir dung mdt khau

> Nén dung cdc mat khdu khdc nhau cho cdc trang web/dich vu khdc nhau.

> Mdat khdu bao gébm chlr cdi, chir s& (cé chitin hoa va in thudng) va cdc ky tu ddc biét
(@#$%""..).

- Khoéng nén s dung cdc théng tin cd nhdn co bdn (ngdy thdng ndm sinh, sé dién thodi,
tén, tén viét tdt, s6 ching minh thu, CCCD...) dé dat mat khdu.

2> D& mat khdu dinh ky 1ndm 11an theo dung quy dinh hodc khi bi 16, nghi bi 16. Déc biét
nén déi ngay sau khi truy cdp dich vu tu thiét bi cdng céng (vui long déi mat khdau tai mot
thiét bj tin cdy khdc).

> Khoéng nén viét mat khau ra gidy hodc ghi chép dudi bdt ky hinh thic ndo cling nhu
khoéng doc to mat khdu dé trdnh 16 mat khdu ma Quy khdch khéng kiém sodt ducc.

> Khoéng chia sé cdc thong tin lién quan dén mét khdu/maé PIN, OTP va cdc thiét bi luu
trl cdc thdng tin nay véi bat ky ai.

> Khéng cung cdp/nhdp mdt khdu tai bdt ci website, Uing dung ndo ngodi website
www.vietinbank.vn hodc ipay.vietinbank.vn va ung dung VietinBank iPay Mobile

> Riéng dd&i vai iPay Mobile: Ngodi mat khdu théng thudng, Quy khdch cé thé dang nhdp
st dung ddu van tay hodic FacelD. Bé ddm bdo an todn, Quy khdch luu y cdc diéu sau
khi st dung:

- Hé théng khong hd tro dang nhdp bdng van tay/FacelD déi véi cdc thiét bi dé
jailbreak hodic rooted. VietinBank mién trir trdch nhiém néu thiét bi cla quy khdch dé
jailbreak hodc rooted.

- DAm bdo chi cd duy nhdt ddu van tay cta Quy khdch trong dién thoai.

- Khéng cho muon dién thoagi d& dang ky hinh thic ddng nhdp bdng van tay/FacelD
va khéng ddang ky hinh thiic dang nhdp bdng van tay/FacelD véi cde dién thoai dung
chung.

- Khéng tiét 16 mat khdu mdy cho ngudi khdc, khédng dat mat khdu don gidn co thé dé
dang truy ra.

- Trudce khi déi dién thoai, khi stta chita hay nhd cdi dat trén thiét bi di déng clia minh,
Quy khdch can hlly dang ky tién ich dang nhdp bdng vén tay/FacelD va dang xudt khoi
hé thdng.



3. Luu y vé phuong thic xdc thuc & sit dung mé xdac thuc
Hién tai, VietinBank cung cdp 03 phuong thuc xdc thuc:

(i) Xac thuc bang méa OTP gui qua tin nhan SMS (SMS OTP)

(ii) Xdc thuc qua SoftOTP

(iii) Xdac thuc qua FacePay
OTP (One time password) I& chudi s ngdu nhién do hé théng Ngén hang cung cdp dé
Quy khdch xdc nhdn giao dich do chinh Quy khdch thuc hién. Dé ddm bdo an todn cho
giao dich cla Quy khdch, OTP chi cé gid tri mét Ian duy nhét, va chi cé hiéu luc trong mot
khodng thai gian ngdn.
> SMS OTP: L& phuong thic mé& OTP ducc cung cdp qua tin nhdn SMS gui ti hé théng
VietinBank theo cu phdp nhu minh hoa.

QK nhap ma OTP: 192377 ung voi
ma GD: KVOI65PC9A de thuc hien
Thanh toan hoa don, So tien: ‘ ’
50,000 VND tai VietinBank iPay M& OTP gém 6 chir s6

> SoftOTP: La phuong thiic mé OTP dugc sinh ngdu nhién ngay trén ung dung VietinBank
iPay mobile. Bay la gidi phdp xdc thuc giao dich loai D theo quy dinh cia NHNN an todn
cao, dugc tich hop vai iPay mobile dé Quy khdch co trdi nghiém tét nhat.

Mé xdc nhan giao dich béing hinh thic Soft OTP clia
Quy khdch dugc hién thi dudi day.

Thai gian hiéu luc Soft OTP: 10s

7 2 1 7 7 7 6 1

TIEP TUC

= FacePay: |d phuong thic xdc thuc giao dich bdng nhdn dién khudn mat cé dé an todn
va bdo mdét cao. Quy khdch nén sir dung FacePay cho cdc giao dich tai chinh, ddc biét
vGi cdc gioo dich co gid tri cao.




Viéc sir dung md xdc thuc nén theo cdac khuyén cdo dudi ddy:

= Chiyéu cAu md xdc thuc mét lan duy nhat khi thuc hién médt giao dich (chi nhdn “Chdp
Nh&n" moét Ian dé yéu cdu mé xdc thuc).

= Khi nhén duac tin nhdn OTP, can kiém tra cdc ndi dung: Md giao dich, logi giao dich, s&
tién va kénh giao dich, ddam bdo khdp dung véi giao dich dang thuc hién. Trudng hgp tin
nhan OTP dén cham, Quy khdch nén kiém tra lai k&t ndi mang dién thoai trudce khi thuc
hién lai giao dich.

= Khoéng nhdp/nhdp tam ma xdc thuc vao bat clir website/man hinh hién thi ndio khdc.
> Khéng nhd cd nhdn khdc ddng nhdp vao tai khodn va thuc hién giao dich.

= Khong cung cdp mé xdc thuc cho bdt cir ai dudi bdt ky hinh thiic ndo (dién thoai, email,
ghi chu...). Ddc biét khdng cung cdp md xdc thuc cho bdt ci ¢d nhdn/bén thit ba ndo dé
nghi dé nhdn qud/nhdan thudng/nhdn khuyén méi.

= Dat mé PIN cho SoftOTP.

4. Luu y khdc vé cdch bdo mat tai khodn, phdng tranh virus va gidm thiéu rui ro

> Caiddt, st dung & cép nhdt thusng xuyén phdn mém chéng virus (anti-virus): Cdc phan
mém nAy giup ngdn chdn virus, trojans va cdc tdc nhdn gdy hai khdc. Anti-virus khdng
chi dugc cung cdp cho mdy tinh cd nhdan, vui long cadi ddt va st dung phdn mém anti-
virus tuong Ung cho cdc thiét bi can s dung khdc.

- S dung tusng Ita (firewall) sé gitp Quy khdch ngdn chdn cdc truy cdp trdi phép vao
may tinh cd nhan.

> Chdn cdc phdn mém gidn diép (spyware): Cdc phdn mém nay co thé theo ddi va an
cdp théng tin truc tuyén clia Quy khdch. Vui long kiém tra cai dat va lién tuc cdp nhat
cdc chuong trinh chdn phdn mém gidn diép.

> Bdo mdt két ndi internet clia Quy khdch: Néu két ndi internet (cable/wifi) khdng ducc
bdo mat dung cdch, cdc déi tuong khdc cé thé can thiép vao thiét bi ctia Quy khdch. Vui
long cdi dat mat khdu cho két ndi internet hodic dp dung cdc bién phdp bdo mat theo
husng ddn clia nha cung cap.

- SU dung dich vu théng bdo bién déng sé du qua OTT/SMS cua VietinBank dé ducc lap
tuc thdng bdo vé moi bién déng sé du cua tdi khodn, tdng khd ndng phdt hién sém cdc
giao dich gian Idn/giao dich nghi ngao.

> P3i vai cde tai khodn Quy khdch thudng xuyén chuyén tién dén, Quy khdch nén luu tén
ngudi dugc chuyén vao muc Luu danh ba (sau khi thuc hién chuyén khodn) dé s dung
cho cdc lan tiép theo, trdnh chuyén nhédm cho ngudi khdc. Théng tin ndy sé dugc ghi nhd
tai muc Danh ba trén VietinBank iPay.

> Khéng nén truy cdp vao cdc trang web la (cdc trang web la tdi phdn mém khdéng cd
bdn quyén, key crack, tdi nhac, hinh dnh mién phi,...), cdc website nghi ngd gid mao, cdc
lién k&t dinh kém thu dién t vi cdc website/lién két ndy cé thé dinh kém virus vao cdc link



download, link hinh dnh ma ngusi st dung khdng nhdn biét dugce. Trudng hop budc phdi
truy cdp dé tai dir liéu, nén bdat phdn mém antivirus, antispyware trudc khi tdi. Can thdn
trudc cdc duasng link lg, cdc tép tin khdng ré ngudn géce (ddc biét chu y cdc tdp tin cé
dudi *.exe, *.com, *.bat, *.scr, *.swf, *.zip, *.rar, *js...).
> Khdng cung cdp thdng tin cd nhdn nhu: Tén dang nhép, mat khdu, sé thé ATM, mé PIN
thé, ma& OTP,... cho bdat ky ai dudi bdt ky hinh thic ndo, ké cd co quan céng an hay nhdan
vién ngdn hang.
> Khdng cdi dat phdn mém gid mao dich vu céng (Bd Coéng an, VNEID, Téng Cuc Qudn
ly dat dai, Téng Cuc Thué...) tir cdc website/dudng link/QRCode la hodc tép tin APK.
= Chi nén cai d&t phdn mém trén cho Ung dung App Store/Google Play (CH Play).
= Khi cai dat bat ky ing dung ndo, ngusi dung nén doc k¥ théong tin truse khi dong y tat
cd diéu khodn, kiém tra théng tin tdc gid (nha phdt trién) va doc cdc bdi ddnh gid vé Uing
dung.
> Nén thudng xuyén cdp nhdt cdc phuong thuc, thd doan cua téi pham trén cdc phuong
tién thdng tin dai chung va website VietinBank, ung dung VietinBank iPay Mobile.
= Trudng hop phdt hién ddu hiéu Ita ddo hodc cd ddu hiéu nghi ngs, Quy khdch lién hé
ngay v3i Trung tam Dich vu Khdch hang VietinBank 1900 55 88 68 va co quan cdng an
dé duoc hd tro va hudng dan kip thai.
= Trudng hop bdt budc phdi dung mdy tinh cdng cdng dé dang nhdp st dung dich vy,
xin hét suc luu y trong qud trinh nhdp tén dang nhdp va mat khdu dé bdo vé tai khodn
cla minh. Quy khdch nén tim hiéu cdc cdch nhdp mdat khdu phong trdnh keylogger, co
thé tham khdo mét vai cdch nhu sau:

- Nhdap vai ky tu trong & mat khdu xen ké vaéi cdce ky tu khdng ndm trong mat khdu,
sau dé dung phim backspace/delete xoa di cdc ky tu thira (modt Idn nhdn phim cén
xoa t6i thiéu 02 ky tu), sau dé nhdp tiép va Idp lai qud trinh nay dén khi hodn thanh.

- Nhdp doan sau cla mat khdu truse, sau do di chuyén lén vi tri dau dé nhdp bd sung
phan ddu cta mat khau.

- Nhd&p vai ky tu ctia mat khdu rdi di chuyén tai vi tri khdc trén man hinh (ngodi 6
mat khau) dé gd, sau dé chuyén chudt lai & mat khau dé gé tiép.

- Nhép xen ké gitia 6 tén dang nhdp va mat khdu bdng cdch di chuyén chubt.

- S dung ban phim do (virtual keyboard).
Tuy nhién cdc cdch trén ddy chi phong trdnh dugc phdn ndo déi véi cde keylogger théng
thudng, 1am kéo dai qua trinh keylogger nhdn dién mat khdu khdch hang. Déi véi cdc
virus nguy hiém, VietinBank van khuyé&n cdo Quy khdch hang dp dung ddy du cdc bién
phdp bdo mat trudc khi dp dung cdc bién phdp qua mdt keylogger dé dat dugc hiéu
qud téi da.



5. Luu y khi tham gia cdc chuong trinh khuyén mdi

> Quy khdch luu y chi xem cdc théong tin khuyén mai, chuong trinh uu ddi ctia dich vu tai
dia chi website www.vietinbank.vn hodc ipay.vietinbank.vn.

> Vui ldong tham khdo ddy du thé 1é cla chuong trinh tai website chinh thic.

> M@ du thudng hop 1é (néu cd) chi dugc cung cdp sau khi Quy khdch d& dang nhép
thanh céng vao dich vu NHDT do VietinBank cung cép va thuc hién cdc diéu kién khdc
ctia chuong trinh (VD: chuyén khodn ngodi hé théng, thanh todn héa don thanh cong...)
> Khéng nhdp théng tin cd nhén tai cdc website khdc, ddc biét la cdc website qudang
cdo dang nhdp dé tring thudng dua trén thuong hiéu VietinBank nhung khédng xudt phat
tu website chinh thuc cua VietinBank.

> Quy khdch cdan cdnh gidc véi cdc chuong trinh tring thudng hodic nhdn tién ti nudc
ngodi chuyén vé qua mang x& hoi (Facebook, Zalo...). DAy la hinh thic Itra ddo phd bién
hién nay.

Il. CAC BIEN PHAP BAO MAT TU PHIA NGAN HANG
VietinBank st dung bién phdp md hod theo tiéu chudn ngdanh trong cdc dich vu ngdén
hang truc tuyén dé bdo vé tai khodn va cdc théng tin cd nhdn clia Quy khdch. Cdc tang
an ninh va hé théng bdo mdt lién tuc duoc cdp nhdt.
> Cdc trang théng tin giao dich trong sudt phién ddng nhdp dugc dp dung giao thuc
bdo mét SSL (https) dé ddm bdo an todn, cdc thdng tin trén khdng duac luu trén cookie
cua may tinh.
> Hé théng khong cho phép ghi nhd tén ddang nhdp cling nhu mat khdu clia khdch hang.
- Hé théng sé tu déng dding xudt trong cdc trusng hop:

- Ngudi dung khéng su dung trong vong 10 phut,

- Ngudi dung quén dang xudt, quén tdt trinh duyét trusc khi d&ng xudt

- Ngudi dung dé quén thiét bij trong tinh trang con dang nhép.
> Ap dung co ché phong chéng chuong trinh déing nhdp tu déng/dd tim mat khdu.
> Ap dung co ché bdo mdt xdc thuc 2 yéu t6: Tén déing nhdp, mdat khdu két hop véi mé
xéc thuc trong méi gico dich, gitip giao dich ludn dugc ddm bdo an toan.
- Cdc thong tin va tin tic khuyén mdi clia VietinBank chi dugc cung cdp tai dia chi
website www.vietinbank.vn hodc ipay.vietinbank.vn dé trdanh nhdm I&n cho khdch hang.
= D6i vdi cdce giao dich qua VietinBank iPay, VietinBank chi chdp thudn viéc nhdp mé xdc
thuc duy nhdt tai man hinh ma Quy khdch dé ddng nhép hop 1é theo dung cdc hudng
ddn phia trén. Quy khdch khéng nhép OTP vao bdt e trang web, man hinh popup ndo
khdc dé trdnh cdce giao dich Itra ddo.



2 VietinBank d&@ dugc GlobalSign - nha cung cdp ching thuc s6 uy tin va ndi tiéng trén
thé gidi xdc thuc cho cdc trang web cua VietinBank. Vi vay, khi truy cdp cdc dich vu trén
website cla VietinBank, Quy khdch sé nhin thdy biéu tuong khoa an todan trén thanh dia
chi.

2 Xin cdnh gidc véi nhiing website gid mao co giao dién giéng véi gico dién clia website
VietinBank. Viéc gid mao trén thusng nhdm muc dich ddnh cdp cdc théng tin clia Quy
khdch nhu tén dang nhdp, mat khdu, sé tai khodn, OTP... dé thuc hién cdc giao dich gian
l&n.

Vui long lién lac Trung tam Dich vu Khéach hang VietinBank theo s6 1900 55 88 68 hodic
diém giao dich gan nhdt trong céce truéng hop:

- Quy khdch phdt hién cdc giao dich bdt thusng. Quy khdch nhdn ducc bdt cir moét lién
két khd nghi yéu cau ddang nhép, mot thdng bdo hay mét tin nhdn khuyén mdi nghi vén
gid mao (cdc chuong trinh khuyén mdi khéng cé trén website chinh thuc).

- Quy khdch nhdn duoc mét cudce dién thoai hay moét thu dién tiryéu cdu cung cdp cdc
thong tin dang nhép clia Quy khdch (dia chi email khdng cé tén mién cla VietinBank).

- Quy khdch nhdan dugce cudc dién thoai hay lién hé ti déi tuong la (tu nhén ld co quan
chuc ndng) yéu cau cung cdp, ké khai cdc théng tin ctia Quy khdch hodc hudng ddn cai
ddat phan mém theo dusng link hay tdi tdp tin lq.

- Quy khdch bi mdt mdy dién thoai hodc cé bat ky su thay déi ndo vé sé dién thoagi dé
dang ky.

- Quy khdch phdt hién bi mdat hodic bi 16 théng tin tdi khodn.

- Quy khdch bi mat/thdat lac/hu hong thiét bi tao OTP; bi ltra ddo hodc nghi ngd bi lta
ddo; bi tin tdc hodic nghi ngd bi tin tdc tan céng.

VietinBank sé& tién hanh kiém tra yéu cdu, khiéu nai clia khdch hang vé cdc giao dich dién
t& cé nghi van va tién hanh cdc thad tuc can thiét dé tiép tuc ngdn chdn cdc rdi ro tiém
tang.

MOI YEU CAU TRO GIUP XIN VUI LONG LIEN HE

Trung tGm Dich vu Khach hang VietinBank

bién thoai: 1900 55 88 68 (24/7)

Email: contact@vietinbank.vn

Kinh chic Quy khach giao dich an todan véi VietinBank iPay!
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