VietinBank iPay
HUGNG DAN GIAO DICH AN TOAN

a https://ebanking.vietinbank.vn/ipay/ >




DANH MUC

Cac bién phap bao mat khach hang can ap dung
o Pang nhap

Thiét 1ap & st dung mat khau

O

o Nhan OTP & st dung OTP

o Bao mat tai khoan & phong tranh virus

(@]

Tham gia cac chuong trinh khuyén mai
Cac bién phap bao mat tir phia ngan hang

Thong tin lién lac khi can trg giup

03

03

03

04

05

06

07

09



N
CAC BIEN PHAP KHACH HANG CAN AP DUNG
Luu y vé dang nhap

Dai v6i may tinh dé ban (desktop), may tinh xach tay (laptop): chi truy cap dich vu VietinBank iPay qua

website www.vietinbank.vn hoac ebanking.vietinbank.vn. Quy khach nén gé truc tiép dia chi nay vao

thanh dia chi trén trinh duyét, tranh truy cap tu cac lién két dinh keém vao thu dién t&r khong dudc gui tu
VietinBank.

Déi véi thiét bi di dong: ngoai 2 website trén, Quy khach cé thé dang nhap théng qua (ing dung
VietinBank iPay trén thiét bi di déng (iPay Mobile). Tuy nhién, xin luu y rang ng dung sé hoat déng
khéng an toan khi chay trén céc thiét bi di dong da bi pha khéa: jailbreak (i0S) hodc rooted (Android).
Khach hang khéng nén sit dung cac thiét bi di dong da bi pha khda, trudng hgp khach hang van st dung
nhitng thiét bi nay, khach hang can phai chdp nhan nhiing rdi ro c6 thé xay ra nhu 16 thong tin tén truy
cap, mat khau truy cép, virut.... trong qua trinh st dung dich vu ngan hang dién tu.

“Jailbreak”, “Rooted”: la cach can thiép hé théng dé cai ing dung bén thi ba, khong théng qua App
Store hay CH Play/Play Store.
> Download VietinBank iPay Mobile App phién ban danh cho: iOS / Android / Windows Phone.

Chi dang nhap qua cac thiét bi dang tin cdy, khéng dang nhap qua thiét bi cong céng/dung chung,
khéng st dung cac mang di doéng, wifi cdng cong dé st dung dich vu. Pdng thdi ghi nhd cac thiét bi da
ting su dung dé dang nhap, va han ché dang nhap qua nhiéu thiét bi.

Vui long thudng xuyén thuc hién xéa history, cache va cookie cua trinh duyét internet. Viéc xéa cac dit
liéu trén sé han ché viéc théng tin lién quan dén hoat dong truy cdp dudc luu lai trén may tinh, tao ra co
hoi danh cap di liéu.

S dung cac trinh duyét cap nhat mai nhat c6 ché dé bao mat tiéu chuan hoac ché do cao.

Khéng si dung ché dé tu déng luu thdng tin tai khoan/mat khau khi sir dung trinh duyét.

Pam bao dad két ndi thanh céng vao website chinh thdc clda VietinBank hodc website dich vu
VietinBank iPay trudc khi nhap moi di liéu ca nhan khac.

Khéng tiét 16 tén dang nhap va mat khau cho bat c ai khac, du la ngudi than tin. Viéc nay gidp
Vietinbank dé dang phdi hgp v8i Quy khach khi xay ra tranh chap khéng dang co.

Pang xuat ngay sau khi két thac phién giao dich; khéng nén thoat khai trinh duyét ma khéng s dung
nat dang xuat dé tranh cac 16i khéng dang co; khéng rai khoi may tinh khi dang thuc hién giao dich hoac

khi phién dang nhap con ton tai.


http://www.vietinbank.vn/
https://ebanking.vietinbank.vn/
https://itunes.apple.com/vn/app/vietinbank-ipay/id689963454?mt=8
https://play.google.com/store/apps/details?id=com.vietinbank.ipay
http://www.windowsphone.com/en-us/store/app/vietinbank-ipay/87ef4ec2-97d7-4dbd-9b51-309c7e92636f

Khong dang nhap vao tai khoan ca nhan cla ngudgi khac. Viéc dang nhap nay la trai phap luat va da
dudc quy dinh rd tai diéu 226 B Luat hinh sy.
Luu y khi thiét 1ap & sir dung mat khau

Nén dung cac mat khau khac nhau cho cac trang web/dich vu khac nhau.

Mat khau nén bao gém ca chir cai va chir s6, c6 chit in hoa va in thudng. Mat khau co gia tri bdo mat
t6t han khi cé ca cac ky tu dac biét (@ # $ % ~ * ..)

Khéng nén st dung cac théng tin ca nhan co ban (ngay thang nam sinh, sé dién thoai, tén, tén viét tat,
s6 chiing minh thu...) d€ dat mat khau.

Da6i mat khau dinh ky t6i thi€u 1 nam 1 [an hoac khi bi 16, nghi bi 16. Dac biét nén déi ngay sau khi truy
cap dich vu tur thiét bi cdng cdng (vui long d6i mat khau tai mét thiét bi tin cay khac).

Khong nén viét mat khau ra gidy hodc ghi chép dudi bat ky hinh thitc nao cling nhu khéng doc to mat
kh3u dé tranh 16 mat khau ma Quy khach khéng kiém soat dugc.

Khong chia sé cac théng tin lién quan dén mat khau/ma PIN, OTP va cac thiét bi luu trit cac théng tin

nay vdi bat ky ai.

Khéng cung cap/nhap mat khau tai bat cr website nao ngoai website VietinBank.vn va VietinBank iPay.
Riéng doi véi iPay Mobile: Ngoai mat khau thong thudng, Quy khach cé thé dang nhap st dung dau
van tay. D€ dam bao an toan, Quy khach luu y cac diéu sau khi st dung:
o Hé théng khéng ho trg ddng nhap bang van tay déi véi cac thiét bi da jailbreak hodc rooted.
VietinBank xin mién trlf trach nhiém néu thiét bj clia quy khach d3 jailbreak hodc rooted.
o Dam bao chi c6 duy nhat ddu van tay ciia Quy khach trong dién thoai.
o Khéng cho mugn dién thoai da dang ky hinh thic dang nhap bang van tay va khong dang ky
hinh thirc dang nhap bang van tay véi cac dién thoai dung chung.
o Khéng tiét 16 mat khdu may cho ngudi khac, khong dat mat khadu don gian co6 thé dé dang truy
ra.
o Trudc khi d6i dién thoai, khi stra chita hay nh& cai dat trén thiét bi di dong cia minh, Quy khach

can hay dang ky tién ich dang nhap bang van tay va dang xuat khoi hé théng.

Luu y vé phuang thirc xac thuc & sir dung ma xac thuc

Hién tai VietinBank trién khai hai giai phap xac thuc: Xac thuc qua tin nhan OTP (OTP SMS) va xac
thuc qua Soft OTP

OTP |a mat khau chi c6 gia tri mét lan duy nhat khi xac nhan giao dich, va chi c¢6 hiéu luc trong mét
khoang thgi gian nhat dinh.

Ma OTP SMS cua VietinBank iPay dugc cung cap theo cl phap nhu minh hoa.


http://www.vietinbank.vn/web/home/vn/index.html
https://ebanking.vietinbank.vn/ipay/

QK nhap ma OTP:

169011 ung voi ma GD:
W4000J957D de thuc hien
Kich hoat App tai VietinBank

iPay

QK nhap ma OTP: 436691

ung voi ma GD: LSLYS380CZ
de thuc hien Cai dat PIN cho
Soft_OTP tai VietinBank iPay

QK nhap ma OTP:

183319 ung voi ma GD:
JVLMOG4U1Q de thuc hien
CK nhanh 24/7, So tien:
1,000,000 VND tai VietinBank
iPay

QK nhap ma OTP: 086827
ung voi ma GD: QFNP3DT68I
de thuc hien CK trong he
thong, So tien: 200,000 VND
tai VietinBank iPay

***M@ giao dich gém 4 chi s6.
***Md OTP gébm 6 chir sé.

Soft OTP la mét giai phap xac thuc sinh ma OTP ngau nhién theo thdi gian, can ci theo cac théng tin
khach hang va giao dich cu thé. Day | giai phap xac thuc giao dich loai D theo quy dinh cia NHNN an
toan cao, dugc tich hgp vdi iPay mobile dé khach hang c6 trai nghiém tét nhat.

Ma xdc nhan giao dich bdng hinh thic Soft OTP
ctia Quy khdch duoc hién thi dudi day.

Thdi gian hiéu luc Soft OTP: £
4 4 8 by 4 o) 3 Z 4

Thé RSA |3 mot thiét bi sinh ma dung mét 1an dé xac thuc giao dich. Ma xac thwc hién thi trén man hinh

sé thay di 60 giay mot 1an.

Viéc st dung ma xac thuc nén theo cac khuyén cao dudi day:

¥ Chi yéu cau ma xac thyc mot lan duy nhat khi thuc hién mét giao dich (chi nhdn “Chdp nhan” mot lan
dé yéu cau ma xac thuc).

¥ Khi nhan dugc tin nhan OTP, can kiém tra cac néi dung: kénh giao dich, loai giao dich, ma giao dich,
khép dung véi giao dich dang thuc hién. Trudng hdp tin nhan OTP dén cham, Quy khach nén kiém tra lai

két nGi mang dién thoai trudc khi thyc hién lai giao dich.



Khong nhap/nhap tam ma xac thuc vao bat cit website/man hinh hién thi nao khac khong cé cac dau
hiéu nhan biét clia VietinBank.

Khoéng nh& ca nhan khac dang nhap vao tai khoan va thuc hién giao dich

Khong cung cdp ma xac thuc cho béat ci ai dudi bat ky hinh thiic nao (dién thoai, email, ghi chd...), dac
biét khéng cung cap ma xac thuc cho bat cr bén th( ba nao dé nghi d&€ nhan qua/nhan thudng.

Luu y: d6i vdi hinh thuc xdc thuc RSA, VietinBank da dung phdt hanh thé RSA mdi va chi hé trg khdch
hang su dung thiét bi xdc thuc c6 thai gian giao nhdn mudn nhat la ngay 31/12/2018 cho dén khi hét han
thé RSA. Khdach hang vui long chuyén sang st dung xdc thuc bdng soft otp dé c6 han muc cao hon.

Luu y khac vé cach bao mat tai khoan, phong tranh virus va canh bao rui ro

Cai dat, sir dung & cap nhat thudng xuyén phan mém chdéng virus (anti-virus): cac phan mém nay gilp
ngan chan virus, trojans va cac tac nhan gay hai khac. Anti-virus khéng chi dugc cung cap cho may tinh
ca nhan, vui long cai dat va st dung phan mém anti-virus tuang (ng cho cac thiét bi can st dung khac.

Su dung tudng Itra (firewall) sé gitp Quy khach ngan chan céc truy cap trai phép vao may tinh ca nhan.

Chan cac phan mém gian diép (spyware): cac phan mém nay cé thé theo déi va an cap théng tin truc
tuyén cta Quy khach. Vui long kiém tra cai dat va lién tuc cadp nhat cac chuong trinh chdn phan mém
gian diép.

Bao mat két ndi internet cia Quy khach: néu két néi internet (cable/wifi) khong dugc bao mat dung
cach, cac déi tugng khac cé thé can thiép vao thiét bj ca Quy khach. Vui long cai dat mat khau cho két
néi internet hodc 4p dung cac bién phap bado mat theo hudng dan clia nha cung cap.

S dung dich vu théng bao bién déng sé du qua SMS cla VietinBank dé dugc lap tic théng bao vé
moi bién déng sé du cua tai khoan, tang kha nang phat hién sém céc giao dich gian lan/giao dich nghi
ngd.

Dai véi cac tai khoan Quy khach thudng xuyén chuyén tién dén, Quy khach nén luu tén ngudi dugc
chuyén vao muc Luu danh ba (sau khi thuc hién chuyén khoan) dé st dung cho cac lan tiép theo, tranh
chuyén nham cho ngudi khac. Théng tin nay sé dugc ghi nhé tai muc Danh ba.

Khong nén truy cdp vao cac trang web la (cac trang web la tai phan mém khong c6 ban quyén, key
crack, tai nhac, hinh anh mién phi...), cdc website nghi ngd gia mao, cac lién két dinh kém thu dién td vi
cac website/lién két nay c6 thé dinh kém virus vao cac link download, link hinh anh ma ngudi st dung
khéng nhan biét dugc. Trudng hgp budc phai truy cap dé tai dir liéu, nén bat phan mém antivirus,
antispyware trudc khi tai. Can than trudc cac dudng link la, cac tap tin khéng ré nguén géc (dac biét cha
y cac tap tin c6 dudi *.exe, *.com, *.bat, *.scr, *.swf, *.zip, *.rar, *js...).

Khéng cung cdp thdng tin ca nhan nhu s6 thé ATM, ma PIN thé, ma OTP xac thuc... dudi moi hinh thic
hodc vGi bat ky ngudi nao ké ca nhan vién ngan hang.

Trudng hgp phét hién dau hiéu lira ddo hoac cé dau hiéu nghi ngs, Quy khach vui long lién hé ngay

véi téng dai chdm séc khach hang 1900558868 dé dudc hé trg va hudng dan.



v Trudng hgp bat budc phai dung may tinh céng céng dé dang nhap st dung dich vy, xin hét sic luu y
trong qua trinh nhap tén dang nhap va mat khau dé bao vé tai khoan ciia minh. Quy khach nén tim hiéu
cac cach nhap mat khidu phong tranh keylogger, c6 thé tham khao mét vai cach nhu sau:

e Nhap vai ky tu trong 6 mat khiu xen k& vai cac ky tu khéng nam trong mat khau, sau d6 dung phim backspace/delete x6a
di cac ky tu thira (mot lan nhan phim cin x6a tdi thiéu 02 ky tw), sau d6 nhap tiép va lap lai qua trinh nay dén khi hoan
thanh;

e Nhép doan sau caa mat khdu trude, sau d6 di chuyén I&n vi tri ddu dé nhap bd sung phan dau cua mat khiu;

e Nhap vai ky tu ciia mat khau roi di chuyén téi vi tri khac trén man hinh (ngoai 6 mat khau) dé g6, sau d6 chuyén chudt lai 6
mat khau dé gé tiép;

e Nhap xen k& gitra 6 tén dang nhap va mat khau bang cach di chuyén chudt;

e Sirdung ban phim 4o (virtual keyboard).

Tuy nhién cac cach trén day chi phong tranh dugc phan nao déi vdi cac keylogger thong thudng, lam kéo

dai qua trinh keylogger nhan dién méat kh3u khach hang. D&i vdi cac virus nguy hiém, Vietinbank van

khuyén cédo Quy khach hang ap dung day du cac bién phap bdo mat trudc khi ap dung cac bién phap
qua mat keylogger dé dat dugc hiéu qua téi da.

Luu y khi tham gia cac chuang trinh khuyén mai

¥ Quy khéch luu y chi xem cac théng tin va tin ti'c khuyén mai clia dich vu internet banking tai dia chi

website www.vietinbank.vn hodc ebanking.vietinbank.vn. Quy khach can canh giac véi cac chwong trinh

trang thuwdng hodc nhan tién tlr nwéc ngoai chuyén vé qua mang xa hoi (Facebook..), day 1a hinh thic
Itra d&o phd bién hién nay.

¥ Vui long tham khao day du thé 1é clia chuong trinh tai website chinh thirc.

v M3 dy thudng hgp Ié (néu cd) chi dugc cung cép sau khi Quy khach d& dang nhap thanh cong vao
dich vu NHDT do VietinBank cung cap va thuc hién cac diéu kién khac clia chuang trinh (VD: chuyén
khoan ngoai hé théng, thanh toan hda dan thanh céng,...)

v Khong truy cap vao cac website khac dé kiém tra ma s6 du thuéng.

v Khéng nhép théng tin ca nhan tai cac website khac, dac biét la cac website quang cdo dang nhap dé
tring thudng dua trén thuong hiéu VietinBank nhung khong xuat phat tu website chinh thic cua

VietinBank.


http://www.vietinbank.vn/
https://ebanking.vietinbank.vn/
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CAC BIEN PHAP BAO MAT TU PHIiA NGAN HANG

VietinBank s dung bién phap ma hoa theo tiéu chuan nganh trong cac dich vu ngan hang truc tuyén dé
bdo vé tai khoan va cac théng tin cad nhan cia Quy khach. Cac tang an ninh va hé théng bao mat lién tuc
dudc cap nhat.

Céac trang thong tin giao dich trong suét phién dang nhap dugdc ap dung giao thic bao mat SSL
(https) dé dam bao an toan, cac théng tin trén khéng dugc luu trén cookie ciia may tinh.

Hé théng khong cho phép ghi nhé tén dang nhap cling nhu méat khau clia khach hang.

Hé thong sé tu dong dang xuat néu ngudi dung khong st dung trong vong 10 phut, hodc quén dang
xuat, hodc tat trinh duyét trudc khi dang xuat, hodc dé quén thiét bj trong tinh trang con dang nhap.

Ap dung cc ché phong chéng chuong trinh ddng nhap tu dong/do tim mat khau: sau 3 [an dang nhap
sai mat khau, hé théng sé& yéu cau nhap captcha — ma xac nhan dé tranh cac chuaong trinh dang nhép tu
dong.

Cung cép cd ché dang nhap bang ban phim a0 mdi khi dang nhap vao iPay d€ tranh viéc ghi lai thao
tac ban phim cia mét sé phan mém déc hai.

Ap dung co ché bao mat xac thuc 2 yéu té: tén dang nhap, mat khau két hgp vSi méa xac thuc trong
moi giao dich, gitp giao dich luén dugc dam bao an toan.

Cac thong tin va tin tirc khuyén mai cla dich vu internet banking chi dudc cung cap tai dia chi

website www.vietinbank.vn hodc ebanking.vietinbank.vn dé tranh nham 1an cho khach hang.

DaGi vdi cac giao dich qua Vietinbank iPay, Vietinbank chi chap thuén viéc nhap ma xac thuc duy nhat
tai man hinh ma Quy khach da dang nhap hagp 1é theo ding cach hudng dan phia trén. Quy khach khéng
nhap OTP vao bat c trang web, man hinh popup nao khac d€ tranh cac giao dich lira dao.

Website chinh thdc cua VietinBank chi cé gia tri khi thanh dia chi cGa trinh duyét hién thi chinh xac:

https://www.vietinbank.vn/web/home/vn/index.html. VietinBank da dwoc GlobalSign - nha cung céap

ching thwe sé uy tin va ndi tiéng trén thé gidi xac thwe cho cac trang web cung cép dich vu trwc tuyén
cta VietinBank. Vi vay, khi truy cap céc dich vu trén website cta VietinBank, Quy khach sé nhin thay
mau xanh an toan hién rd trén thanh dia chi. Khi truy cap cac dich vu trén website cta VietinBank (béng
trinh duyét phién ban mdi nhat), Quy khach sé nhin thay biéu twong théng tin xac thuc trén thanh dia chi

nhw dwéi day.


http://www.vietinbank.vn/
https://ebanking.vietinbank.vn/
https://www.vietinbank.vn/web/home/vn/index.html

Minh hoa vdi trinh duyét IE

€ VietinBank iPay - Windows Internet Explorer - - -
@ U v \0 https://ebanking.vietinbank.vn/ipay/login.do v | 4 ‘ 4y | X | f)__

— A >4 Jr v r—
’ 5. Favorites ' 55 B Suggested Sites v @] Web Slice Gallery v /| Security Report i

Minh hoa vdi trinh duyét Chrome

Q VietinBank iPay X

N c/ﬁ'@ Vietnam Joint Stoc...try and Trade [VNj‘ https://ebanking.vietinbank.

Minh hoa vdi trinh duyét FireFox

.
| ) VietinBank iPay x U+

~ -

€ ) & Vietnam Joint Stock Commerci... [VN] | https://ebanking.vietinbank.vn/ipay/login.do

OF

Xin canh giac vGi nhitng website gia mao c6 giao dién giéng vdi giao dién clia website VietinBank. Viéc

| Verified by: GlobalSign nv-sa

gia mao trén thudng nham muc dich danh cap cac thong tin cia Quy khach nhu tén dang nhap, mat

kh3u, s6 tai khoan, OTP... d€ thuc hién cac giao dich gian lan. Hinh website gid mao minh hoa:

Vui 1ong lién lac Trung tdm cham séc khach hang VietinBank @ 1900-55-88-68 hoac phong giao dich
gan nhat trong cac trudng hgp:

¥ Quy khach phét hién cac giao dich bt thuong
¥ Quy khach nhan dugc bat c moét lién két kha nghi yéu cdu dang nhap, mét thong bao hay mot tin
nhan khuyén mai nghi van gia mao (cac chuang trinh khuyén mai khéng cé trén website chinh thic)
¥ Quy khach nhan dugc mot cude dién thoai hay mét thu dién tf yéu cau cung cap cac thong tin dang
nhap cta Quy khach (dia chi email khong c6 tén mién cla Vietinbank).
¥ Quy khach bi mat may dién thoai hodc c6 bat ky su thay déi nao vé s6 dién thoai da dang ky
¥ Quy khach phat hién bi mat hoac bj 16 thdng tin tai khoan
¥ Quy khach bi mat/that lac/hu hong thiét bi tao OTP; bj Itra ddo hodc nghi ngd bi Ira dao; bi tin tac
hodc nghi ngd bi tin tac tdn cong.
VietinBank sé& tién hanh kiém tra moi yéu cau, khi€u nai cta khach hang vé cac giao dich dién t&r c6 nghi

van, va tién hanh moi thi tuc can thiét dé ti€p tuc ngan chan cac rdi ro tiém tang.
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MOI YEU CAU TRO GIUP XIN VUI LONG LIEN LAC

Trung tam cham séc khach hang VietinBank
Pién thoai: 1900-55-88-68 (24h/7)

Email: contact@vietinbank.vn

Chic Quy khach giao dich an toan v@i VietinBank iPay.
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